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What is Cyber Diplomacy (and what it’s not)?



It’s not digital diplomacy : 

“Digital (Electronic or Computer) Diplomacy refers to the use of digital 
tools and techniques to advance diplomatic goals. Digital diplomacy is 
more of a tool than an end in itself. Digital diplomacy looks at three 
aspects of the interplay between Internet and diplomacy:  

- Internet driven-changes in the environment  in which diplomacy is 
conducted (geo-politics, geo-economics, sovereignty, 
interdependence);  

- the emergence of new topics on diplomatic agendas (Internet 
governance, cybersecurity, privacy, and more);  

- and use of new Internet tools in the practice of diplomacy (social 
media, big data, and more).”



Cyber diplomacy is broadly defined as the use of diplomatic tools and initiatives to 
achieve a state's national interest in cyberspace that are commonly crystallised in the 
national cybersecurity strategies. 

Cyber diplomacy is the use of diplomatic tools and diplomatic thinking to resolve issues 
arising in the cyberspace. It concerns the use of diplomatic resources and the 
performance of diplomatic functions to secure national interests with regard to the 
cyberspace.  

Such interests are generally identified in national cyberspace or cybersecurity strategies, 
which often include references to the diplomatic agenda. Predominant issues on the 
cyber-diplomacy agenda include cybersecurity, cybercrime, confidence-building, internet 
freedom and internet governance.  

Beyond the traditional remit of diplomacy, diplomats also interact with various non-state 
actors, such as leaders of internet companies (such as Facebook or Google), technology 
entrepreneurs or civil society organizations. 



Kaja Ciglic, senior director, digital diplomacy, Microsoft:   

“The very nature of the Internet as a borderless, interconnected 
system makes it too complex to be solely managed by any single 
country, company, or organization. Making a meaningful difference 
and countering threats emanating from cyberspace, especially state 
cyberattacks, will require effective cooperation among all relevant 
stakeholders.  Cyber diplomacy is different from other forms of 
diplomacy, because it is the first real multistakeholder diplomacy.”



Aude Géry, PostDoc in public international law, specialist in 
international legal issues of cybersecurity, Geopolitics of the 
Datasphere (GEODE):   

“First, the resilience of our societies is dependent upon the security 
and stability of the digital space. Second, the digital space can be a 
driver to achieve the United Nations’ Sustainable Development Goals. 
So, cyber diplomacy participates in the definition of all aspects of our 
current and future world. It impacts all other domains of cooperation 
and issues.”





Since 1997 Prof. Kurbalija’s research and articles on cyber diplomacy 
have shaped research and policy discussion on the impact of the 
Internet on diplomacy and international relations. He is a former 
diplomat and has a professional and academic background in 
international law, diplomacy, and information technology. Also he 
established the DiploFoundation and the Geneva Internet Platform. 

His book, An Introduction to Internet Governance, has been translated 
into 9 languages and is used as a textbook for academic courses 
worldwide.







Internet Society & Cyber Capacity Building



Capacity Building in the cyber domain is aimed at 
building functioning and accountable institutions 
in order to respond effectively to cybercrime and 
to enhance countries’ cyber resilience.



1. Internet Society 
Learning (org) 

2. Masterclasses (nl) 
3. technologiebeleid.nl

http://technologiebeleid.nl






1. Cybersecurity influences 
society’s trust in de government  
& relevant institutions. 

2. Cyber Capacity Building as 
instrument of Foreign policy 
(coördination with main trade 
partners)









Cyber Capacity Building and democracy





First lessons Ukraine - Russia war



1. Cyber attacks as part 
of  hybrid warfare  

2. Increase Cyber 
threats for the 
Netherlands











Framework for action NCSC: Cyber Kill Chain



The model describes the seven phases that attackers can 
go through to reach their target. This can help block 
hostile hackers by providing insight into how hackers 
operate.



Possible focus points



1. Data collection & distribution 
(a.o. from Platform Internet 
Standards) 

2. Inclusive Cyber Capacity 
Building: Global Forum on 
Cyber Expertise (GFCE) and 
NIST Framework





NIST Cybersecurity Framework is a set of guidelines for mitigating organizational cybersecurity risks, 
published by the US National Institute of Standards and Technology (NIST) based on existing 
standards, guidelines, and practices. 

The framework "provides a high level taxonomy of cybersecurity outcomes and a methodology to 
assess and manage those outcomes" in addition to guidance on the protection of privacy and civil 
liberties in a cybersecurity context.



From Internet Governance to digital political economy





“The global governance of the Internet is now inseparable from the 
governance of digital trade, from military conflict and competition in 
cyberspace, from platform regulation, debates over AI applications, and 
from industrial policy debates about semiconductors, 5G and other 
digital technologies.    

This change has already been recognized, tacitly, by the UN Internet 
Governance Forum, the Global Internet Governance Academic Network 
(GigaNet), and others.  

We propose digital political economy as the new label. It covers 
problems in “governance” but its understanding and analysis of them 
is deeper because it situates them in the interaction of ICT, markets, 
politics and law. By bridging the artificial disciplinary and topical 
divisions, political economy serves as a stronger basis for public policy 
analysis and intervention.”



Join  us at  
ISOC.NL

THANK YOU

http://ISOC.NL

